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May 22, 2019

Westchester PMI Lunch and Learn –
Cyber Security
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https://haveibeenpwned.com/
Type in your email address, then
Click on the pwned? Button

Before We Start, Please go to:
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For a project manager, a bad week might go something like 
this:

You open your email and see that one of your technical 
resources has inadvertently forwarded a network diagram 
to a competitor of your client.

You’re rolling out server builds during a weekend Go-Live 
and you realize your inventory spreadsheet is corrupted.

You’re about to walk into a meeting with your project 
sponsor and discover the laptop where you’ve stored the 
presentation you’ve been working on for three days has 
bluescreened.

Why Care About Cyber Security?
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 How cybercriminals work

−Case Studies

 Identify common cyber threats

 Protect data

−Best practices for protecting data 

 Resources

Feel free to comment or ask questions anytime.

Agenda
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Cyber Crime is Everyone’s Problem

The average 
loss per identity 

theft incident 
is $4,930.

Source: U.S. Department of Justice, 
Javelin Strategy & Research

On average it 
takes 600 hours 
to recover from 
identity theft.

Source: The Identity Theft Resource 
Center website, April 28, 2015

Identity theft is the 
fastest growing 

crime in America.

Source: Trans Union Website,
January 14, 2015

Someone’s identity 
is stolen every
2-3 seconds.

Source: https://identity.utexas.
edu/id-perspectives/top-10-myths-
about-identity-theft
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60 million
Americans have 
experienced identity 
theft.

63%
of confirmed data 
breaches involved 
weak, default, or 
stolen passwords.

Over 95% 
of all security 
incidents investigated 
recognized 
‘human error’ as a 
contributing factor.

Source: Javelin Identity Fraud Study Source: Verizon 2016 Data Breach 
Investigations Report

Source: IBM Security Services 2014 Cyber 
Security Intelligence Index

It’s Not a Matter of If, but When…
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Case Study
Invoice Due

Example provided for illustrative purposes only.

Customer’s email account 
hacked into without their 
knowledge. 

Fraudster reads email 
invoice from vendor.

Sends new “invoice” with
own bank account 
information as payee.
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Case Study
Purchasing Something Valuable

Example provided for illustrative purposes only.

Customer contacts bank via 
email with instructions to pay 
for valuable item

Fraudster intercepts email 
instructions.

Modifies the email.
Enters own bank account 
information as payee.
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Common Cyber Threats
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What is it? 
Cybercriminals pretend to be a trustworthy source in order to acquire sensitive personal 
information such as usernames, passwords, social security numbers, and credit card details.

What does it look like?
An email, phone call or text message from a seemingly legitimate email address or number 
instructs you to click on a link to take action (e.g., “validate your account,” “confirm your identity,” 
“access your tax refund”). The link brings you to a website requiring you to enter your personal 
information. 

How does it happen?
Because the cybercriminal masquerades as a legitimate source (e.g., financial institution 
employee, customer, realtor, banker), you believe the request is from a trusted source and you 
unwittingly oblige when they ask you for your personal information.

What’s the impact?
Victims of phishing may have malware installed on their computer systems or have their identity 
stolen. 

How can you defend against it? 
 Hover over questionable links to reveal the true destination before clicking.
 Beware of cloned websites that may appear to be legitimate. Note that secure websites start 

with https, not http.
 Alert your Help Desk immediately upon receiving suspicious email

Phishing
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Phishing: Counterfeit Email

11

Phishing: A seemingly 
trustworthy entity asks for 
sensitive information such as 
SSN, credit card numbers, 
login IDs or passwords via e-
mail.
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Tips to Avoid Phishing Scams

 Be skeptical of messages that require “immediate action” or threaten that you 
will lose something.

 Instead of clicking, type website addresses in your browser to access sites 
directly.

 Before clicking, hover over or long tap a link to display the true URL and see 
if it is linking to a reputable website.

 Think before clicking email and website links and never click a link that you 
don’t trust.

 Do not open attachments you aren’t expecting—especially ZIP files—and 
NEVER run .exe files.

 Avoid providing personal information over the phone, especially from an 
unsolicited call.

 Never send credit card or other sensitive information via email.

 Use common sense. If it looks like spam, then it probably is spam.
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Social Engineering
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Hello, I'm calling from WorldTech.org –
we're a non-profit organization, working to 
help ensure that the U.S. stays at the 
forefront of computer technology.

Today we're conducting a telephone survey 
about the usage of computer systems. Can 
I ask you a few questions about your 
computer system?

Social engineering is a collection of techniques intended to trick people 
into divulging private information. Includes calls emails, web sites, text 
messages, interviews, etc. 

Social engineering is a collection of techniques intended to trick people 
into divulging private information. Includes calls emails, web sites, text 
messages, interviews, etc. 
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Social Engineering

14

Phone Call:
This is John, 
the System 

Administrator.  
What is your 

password?

Email:
ABC Bank has

noticed a 
problem with

your account…In Person:
What ethnicity 
are you?  Your 

mother’s 
maiden name?

I have come 
to repair 

your 
machine…
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Pharming: Counterfeit Web Pages
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The link provided in the e-mail leads to a counterfeit webpage 
which collects important information and submits it to the 
owner.
The counterfeit web page looks like the real thing

Extracts account information

MisspelledMisspelled

Hovering 
over, but 

not clicking 
the link 

may reveal 
a different 
address.

Hovering 
over, but 

not clicking 
the link 

may reveal 
a different 
address.

With whom?With whom?
Copyright 
date is old
Copyright 
date is old
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Ransomware: What happens to the victim?

Data becomes encrypted.

The victim will see a ransom message asking for ~ 
$300. Ransomware demands will increase to 
~$600 after 3 days. After 7 days, the files may not 
longer be recoverable.

The ransomware will also install a backdoor to 
access the system remotely via port 445.
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How to Prevent Infection

−Keep up to date with patches
−Install updates
−Confirm that patch/update is installed
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Security is everyone’s 
responsibility
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Your Role and Responsibility in Protecting 
Data

Safeguard email 
accounts

Be strategic with 
usernames and 

passwords

Limit what you
share online

Surf safely

Protect 
customers’ assets
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Back Up important Files

o Create offline back-up copies of your files to reduce the risk of 
losing important files to ransomware, a virus, computer crash, 
theft or disaster

o Save copies of your important documents and files to a flash 
drive, external hard drive or online back up service

o Store your back-up files in a secure place away from your 
computer, in case of fire, theft or ransomware 

o Test your back up files periodically to make sure the files are 
accessible and readable
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Do Don’t

Be Strategic With Credentials

 Use the same password on different sites

 Use information that can be easily 
found about you online or otherwise.

 Share passwords with others.

 Store your passwords online.

 Use any part of your Social Security 
Number, birth date, or other personal 
data when creating passwords.

 Use Two Factor Authentication

 Create passwords that are long and 
strong, using at least 8-12 characters, 
upper- and lowercase letters, numbers, 
and symbols.

 Change your password often. (General 
rule of thumb: Change passwords every 
90 days.)
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Do Don’t

Surf Safely

 Click on links unless you're 100% sure 
they are legitimate and secure

 Use public computers to access 
confidential information or accounts, 
or to perform financial transactions. 

 Click on websites you don’t know or 
on pop-up ads or banners.

 Click on links or attachments from 
unknown sources.

 Use wireless networks you trust and 
know are protected.

 Be cautious when using public 
computers.

 Ensure you are downloading legitimate 
apps from trusted publishers. 

 Be aware that secure websites start with 
https, not http.

 Be sure to log out completely (which 
terminates access) when exiting all 
websites to prevent cybercriminals from 
obtaining your personal information. 

 Hover over questionable links to reveal 
the true destination before clicking.
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Do Don’t

Limit What You Share Online

 Do not share any firm or customer 
information on any unauthorized site.

 Do not talk about our customers on social 
media.

 Do not post personal information about 
family, friends, customers, co-workers 
online.

 Do not share information that could 
help a fraudster gain access to 
accounts or impersonate the customer.

 Ensure that any firm and/or customer 
information that you are entering online 
is with an individual or vendor/third-party 
authorized by the firm.

 Educate our customers:

− to be very selective about the 
information they choose to share on 
social media and with whom they 
choose to share it.

− to keep their personal information 
private (home address, phone number, 
and birthdate).

− to set privacy and security settings on 
web services and devices to your 
comfort level for sharing. 
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Do Don’t

Be Aware of and Report Suspicious Emails

 Do not click on attachment, links or 
pop-up ads in unsolicited emails, as 
these links may pass on viruses.

 Exercise caution when reviewing 
unsolicited email. 

 Review sender information to ensure 
the name was not spoofed. 

 Review the grammar and sentence 
structure of emails to identify potential 
red flags.

 Cautiously evaluate the risk versus 
convenience of transferring confidential 
information by email. 
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Authenticate

Verbally verify all details of electronic disbursements, at a minimum, with our customers 
before submitting to Schwab. The verification call is the #1 most effective 
method to detect and preview third party fraud – take it seriously.

Discuss the details of the disbursement with the customer (amount, destination, account and 
routing numbers, etc.)

Never authorize a disbursement that the customer plans to send in the future.

Probe for customers you know well, ask about their family or latest vacation. Use 
personal information about the relationship rather than account “facts” 
such as social security number, account number, etc.

for customers you don’t know that well, ask about recent account activity, 
call them back at a number listed on their account, establish a verbal 
password or use video conferencing.

Ask Questions about how the customer got the instructions. Did they speak to the person 
giving them the instructions and/or receiving the funds? For high value 
customers, offer to verbally confirm the disbursement instructions directly 
with the source.
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Password Managers
https://1password.com/sign-up/

https://clark.com/consumer-issues-id-theft/best-free-cheap-password-manager-sites/

https://www.pcmag.com/roundup/300318/the-best-password-managers

Turn Off Devices While Sleeping
https://www.verywellhealth.com/reasons-why-you-should-not-sleep-with-your-cell-phone-
4140997

https://money.cnn.com/2014/09/22/technology/security/hacker-safety-tips/

Blocking Scam Calls
https://clark.com/protect-your-identity/this-app-blocks-irs-scam-calls/

Gmail Two Factor Authentication
https://support.outreach.io/hc/en-us/articles/206126307-Set-Up-Gmail-Two-Step-Authentication

May 22 Discussion Items
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Resources

To Report Cybercrime:

 Visit www.identitytheft.gov to report 
identity theft and to get a recovery plan 

 Go to FTC.gov for additional consumer 
resources and to report identity theft

 http://www.ic3.gov/default.aspx is another 
website where you can file cybercrime 
complaints

 Victims of ransomware should report to 
CISA at www.us-cert.gov/report, a local 
FBI or Secret Service Field Office.

Industry Resources:

 Go to StaySafeOnline.org and review 
the STOP. THINK. CONNECT.™ 
cybersecurity educational campaign

 Visit OnGuardOnline.gov, also a part 
of the STOP.THINK. CONNECT.™ 
campaign, that focuses on online security 
for kids and includes a blog on current 
cyber trends

 Visit https://www.fbi.gov/scams-
safety/fraud to learn more about common 
fraud schemes


